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SSL Web Filtering

In order to enable HTTPS (SSL) inspection for a safer and more secure web
filtering experience, an “Updata Infrastructure UK Ltd” SSL certificate will need
to be installed on your equipment.
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The following guide shows how this can be done by installing it within Internet
Explorer on each single PC. Other guides for other browsers are available at
http://ssl-filtering.updata.net

Download the Updata security certificate on each
device

Log in to the workstation

Open Firefox

Please download the certificate by clicking on this link, or by typing the address into the
address bar: http://ssl-filtering.updata.net/updata-ca-cert.crt

Installing the Certificate

Following the download

Open Firefox

Click on the “Firefox” menu on the top-
left corner

Choose the Options menu item.

Go to the “Advanced” section
select the “Encryption” tab

”

followed by “View Certificates
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— Within the Certificate
Manager

— select the “Authorities”
tab and

—  Click on the “Import”
button.
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@ Certificate Manager @@
Your Certificates | People | Servers] AUthOfities' Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device <3
4(c) 2005 TURKTRUST Bilgi Iletisim ve Bilisim ... &
TURKTRUST Elektronik Sertifika Hizmet Sa... Builtin Object Token (4
4 A-Trust Ges. f. Sicherheitssysteme im elektr. ...
A-Trust-nQual-03 Builtin Object Token
4AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
4AC Camerfirma SA CIF A82743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
AAAAT crsct AD L
View... Edit Trust... [- Import... Export... Delete or Distrust...

Downloading Certificate

— Select the
“updata-ca-
cert.crt”
certificate that
you saved earlier

— then tick the box
which says “Trust
this CA to identify
websites”

— Click on OK.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Updata Infrustructure UK Ltd" for the following purposes?
Trust this CA to identify websites. I
"] Trust this CA to identify email users.

[T] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

4. To enable SSL filtering at the school site
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e Once you have completed this installation on ALL end user devices, please call the
Updata service desk on 08455 650 560 or email customer.support@updata.net to
get your SSL filtering enabled.

e Hertfordshire schools will need to email sitss.internet@lea.herts.sch.uk for SSL
inspection to be turned on.

Important Note: All devises that join the network will require the one-time
installation of the SSL Certificate. This means that any future new or replacement
devices will also need this SSL certificate to be installed on them.
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UPDATA HEADQUARTERS
The Omnibus Building

Lesbourne Road

Reigate, Surrey

RH2 7LD

T: 0845 5650560

Customer.support@updata.net




